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changes in an API that potentially break existing client code

– violation of backward compatibility
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Breaking Changes
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Examples

▪ removing a method

▪ renaming an element

Counter Examples (non-breaking)

▪ adding a new method

▪ increasing an element’s visibility



deprecated

the use of this element is discouraged
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Deprecation
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Typical reasons

▪ the element will be removed/changed   (→ breaking changes)

▪ a better alternative exists   (e.g., faster)

▪ the element is not reliable   (e.g., not thread-safe, non-deterministic)



boolean result = Character.isSpace('@');
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Deprecation: Java APIs
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public static boolean isSpace(char ch) {…};

isSpace('@') false
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Deprecation: Java APIs
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public static boolean isSpace(char ch) {…};

isSpace('@') false

@Deprecated
public static boolean isSpace(char ch) {…};



HttpClient cl = HttpClient.newBuilder().build();

HttpRequest req = HttpRequest.newBuilder().

uri("https://character.com/isSpace").build();

HttpResponse res = client.send(request, myBodyHandler);
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Deprecation: remote APIs
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POST /isSpace HTTP 1.1

Host: character.com

{ … "character":"@", …}

HTTP/1.1 200 OK

Date: Thu, 04 Apr 2024

{ … "result":false, … }

HttpClient cl = HttpClient.newBuilder().build();

HttpRequest req = HttpRequest.newBuilder().

uri("https://character.com/isSpace").build();

HttpResponse res = client.send(request, myBodyHandler);



HTTP/1.1 200 OK

Date: Tue, 26 Sep 2023

{ … "result":false, … }

HttpClient cl = HttpClient.newBuilder().build();

HttpRequest req = HttpRequest.newBuilder().

uri("https://character.com/isSpace").build();

HttpResponse res = client.send(request, myBodyHandler);
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Deprecation: remote APIs
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POST /isSpace HTTP 1.1

Host: character.com

{ … "character":"@", …}

HTTP/1.1 200 OK

Deprecation: Tue, 31 Dec 2024

{ … "result":false, … }

HttpClient cl = HttpClient.newBuilder().build();

HttpRequest req = HttpRequest.newBuilder().

uri("https://character.com/isSpace").build();

HttpResponse res = client.send(request, myBodyHandler);

deprecated: true

The API element 
isSpace is deprecated.
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Approaches

Transfer

re-implement what 

works for static APIs

Reuse

use PL-mechanisms 

for remote APIs

Observation

inspect messages at 

runtime
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Java → Java

1. Identify method call

2. Check called method for deprecation

3. Report findings

Approach: Transfer
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Java → remote API

15+ API Clients in Java

How? OpenAPI-Spec?

Where? IDE? What if the 

deprecation is added later?



▪ Generate a Java library for the HTTP endpoint automatically.

▪ Call  Character.isSpace although it is a remote API.

▪ Make  isSpace deprecated (Java) if the corresponding remote element 

is deprecated.

→ Easy, but only works if generated API clients are used/possible.

What if the deprecation is added later?

Approach: Reuse
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Approach: Observation

At runtime:

1. React on outgoing API calls.

2. Check dynamically: Is the endpoint deprecated?

3. Report findings!
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Detecting Usage of 

Deprecated Web APIs

via Tracing

Bonorden & van Hoorn, 

ICSA 2024
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Detecting Usage of Deprecated Remote 

APIs
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Our Approach with OpenTelemetry
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It works! ☺

It works well! ☺

▪ Precision 1.0

▪ Recall 0.95
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Evaluation on Sample Projects

Detecting Usage of Deprecated Remote APIs

▪ relies on instrumentation provided by 

OpenTelemetry

▪ only applicable dynamically 

(with typical disadvantages)

▪ only evaluated on simple sample projects



▪ evaluation in industrial settings

▪ usage without telemetry data

▪ combination with static approaches

▪ improvements for API providers

Outlook
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this

approach

general 

problem



Discussion
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The API element 
isSpace is deprecated.
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